cTpaHa 1 og 13

“ JABHO INPEAY3ERE
=

nMyTEBU CPBUUJE

Bbeorpag, bynesap kparba Anekcangpa 282
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Ha ocHoBy un. 39. n 61. 3akoHa o jaBHUM HabaBkama (,Cn. rmacHuk PC* 6p. 124/12, 14/15
n 68/15 y garbem TekcTy: 3akoH), un. 6. lMpaBunHMka O 0bGaBE3HMM efleMeHTMMa KOHKYpPCHE
AOKYMEHTauuje y nocTynumMmMa jaBHUX HabaBkv 1 HauYMHY OoKasnBaka McnyweHocTn ycnosa (,Cn.
rnacHuk PC” 6p. 86/15), Oanyke o nokpetawy MOCTyMNka jaBHe HabaBke 6poj 404-138/2017-1 n
Pelwena o obpasoBary KoMucuje 3a jaBHy Habaeky 404-138/2017-2, JaBHo npenysehe ,[TYTEBU
CPBWJE" beorpaa, bynesap kparba AnekcaHgpa 6poj 282 (y garbem TekcTy: Hapyuunau), y poky
npeasuheHoOM 3a noAdHoLWeHe MOoHyaa, BpLM M3MEHY U OO0MyHYy KOHKYpPCHe OOKyMeHTauuje 3a
jaBHy HabaBKy Mane BpeaHOCTu:

HABABKA EJIEKTPOHCKUX KOMYHUKALIMOHUX YCITYTA — UHTEPHET

Bpoj jaBHe HabGaBke: 34/2017

Y nornaervy |1l BPCTA U OINMNC YCITYTA, mewa ce y LenocTu Tako Aa caja rnacu:

1. OEO - Ycnyre nHTepHeT npuctyna ca ogroBapajyhom sawTtutom opg DoS u DDoS
Hanapa

Ycnyra nogpasymeBa ycnyry CTanHOr npuctyna MHTepHeTy, 6e3 orpaHudera MHTEepHeT
caobpahaja, Ha yHanpen aeduHNCaAHUM flokauunjama, nyTeM onTU4YKor nog3emHor kabna wnu PP
NHKa Koju paan Ha peKBEHUMjN Y NULEHLMPAHOM Oncery.

Jlokaumje Nnpukrey4yHe Taudke cy:
- bynesap Kparba AnekcaHngpa 282, beorpag
- Jby6e Yyne 5, beorpaa
- Bnajkosuhesa 19a, beorpag
- KpyxHu nyt 66, beorpag
- YcrtaHudka 64, beorpag
- CeeTtosapa Munetuha 4, Hosun Caa
- bpopapcka 66, beorpaa
- Objekat kog TyHena Wapanu, aytonyT Jbur-MNpersmHa (44.012517, 20.377331)

Monyhay ob6e3behyje MuHMMYM jeaHy cTaTuyky IP agpecy no nuHKy.
MoHyhay ob6e3behyje HeorpaHnyeH mecevHu npoTok (Flat).

Y tabenu 1, gpeduHncaHe cy MUHUManNHO notpebHe Gp3vHe NpPoToKa 3a CBaKy WUHTEpPHET
KOHeKuujy.

MoHyhay wucnopydyje akTMBHY MpexHy onpemy (Router) 3a obe3beherwe cepsuca wu
nogellaBarwe y CKnagy ca 3axTeBuma noctojehe nokanHe mpexe, 3a CBaku NMHK 1u3 Tabene 1
noce6Ho.

Tabena 1

Pep. Hasung Anpeca 3axTeBaHu NPOTOK

op. P MHTepHeTa (Mb/s)
1. NHTepHeT koHekumja 1 Beorpaa, KpyxHu nyt 66 MuHUMym 30/10

NHTepHeT KoHeKumja 2 Hosu Cap, CeeTo3apa Munetuha 4 MuHumym 30/10

beorpan, bynesap Kparba AnekcaHgpa

58 MuHMMyM 100/10

2
3. MHTepHeT koHekuuja 3
4

MHTepHeT koHekuuja 4 beorpag, Bnajkosuhesa 19a, Ill cnpat MUHMMYM 60/10
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WNHTepHeT KoHekuuja 5

Beorpaa, Bnajkosuhesa 19a, VI cripat

MuHUMyM 60/10

MHTepHeT koHeKkumja 6

Beorpag, Iby6e Yyne 5

MuHMMyM 100/10

MHTepHeT koHekumnja 7

Beorpag, YctaHnuka 64

MuHMMyMm 100/10

NHTepHeT koHekuuja 8

Bbeorpan, bpoaapcka 66

MUHUMYM 20/10

©l || N O

WHTepHeT koHekuuja 9

Bbeorpan, bpoaapcka 66

MuHumym 30/10

O6jekat koa TyHena Lapanu, aytonyT

10. | NHTepHeT KoHekumja 10 Ibur-MpersuHa

MuHUMym 10/10

MoHyhay je obaBesaH ga M3BPLIM HEONXO4HO KOHQUrypucawe MpUCTYMHOr pyTepa Ha
ctpaHn lNoHyhaya npema 3axteBy cTpy4dHe cnyxbe Hapyumnoua. KoHdurypaumje onpeme koje je
notpebHo wm3BpwKnTM ga OM ce ycnyra goBena y crawe (YHKUMOHANHOCTU obGaerbajy ce
CMHXPOHM30BaHO u3Melly cTpydHe cnyxbe Hapyunoua wn [MoHyhada. W3abpanwu [MoHyhau je
obaBe3aH Oda y TOKy Tpajatba yroBopeHe obaBese BpLUM M3MEHe Yy KOHdurypaumju onpeme Ha
3axTeB Hapy4uoua, jeqHOM MeceyHo.

MNMoHyhau je ayxaH pa obe3bean crTanHM HMBO MPOTOKa Mojartaka y uenom nepvogy
Tpajatba ucnopyke ycnyre, 6e3 gerbewa pecypca ca Apyrum KOpucHuUMMa.

Y cnydajy ga Ko Hapyyuoua He MoCToje TexHu4ke MOryhHocTu 3a peanusauujy ycnyre
WHTepHeT npuctyna, uarpagHa npuCTynHor Boda (CTBapawe TeXHUYKMX MoryhHocTh), nnaha ce
jeaHoKpaTHO, Npema naylwanHoj ueHn ns Tabene 2.

Tabena 2
Pen.6p. HasuB ycnyre LleHa (naywarnHo)
11. TpowkoBu ycnocraBe KOMYHMKALMOHOr JIMHKa 3a
MHTepHeT (1 - 10)

TexHMuKa noapLuka

M3abpanun MNoHyhau, 3a Bpeme Tpajarba yroopa, Tpeba aa 06e3bean CTpyyYHy U TEXHUYKY
NOAPLUKY 3a KOHCynTauuje y Be3u ca KBanuTeToM ycnyre, npujasy CMeTM M npobnema y
npy>xxawy ycnyre, o4HOCHO OTKNawake CMETHU U 3acToja Y TOKY Mnpyxaka ycnyre 24 cata Ha gaH
(ykrbyyyjyhu cyboTe, Heerbe 1 npasHuke).

MoHyhauy je obaBe3aH Aa y NOHyAM HaBede KOHTaKT TeXHUYKe nogpLuke (puKCcHM TenedoH,
MobunHM TenedoH, emann agpecy, web noprtan KOHTakHor ueHTpa noHyhava).

CepBUCHO ofpxaBake onpeMe U NIMHKOBA

CepBuCcHO ofpxaBae OnpemMe W NIMHKOBA Koje yTW4Ye Ha [OCTYMHOCT YCryre ce Moxe
N3BOAMTU UCKIBYYMBO MO A0OroBopy ca Hapyuyuouem. PagoBu ce mopajy HajaButu MUHUMYM 24
Yyaca npe nNnaHUpaHuX UCKIbydYera ca NpeuusHMM BPeMEHOM Npeknaa Kao 1 OKBUPHUM BpEMEHOM
MOBHOT yCrnocTasrbaka ycrnyre.

Y cny4yajeBuMa XUTHUX CEPBUCHUX pajioBa HajaBrbMBawe NpekMaa MHTepHeT Bese he ce
obasrbatn npema cnegehem JOroBOpeHOM nnaHy:
- 3a npekmae Ao 15 MyMHyTa — HajaBa MUHUManHoO 1 caT npe- TeneoHOM UM eMannom
- 3a Npekuae [0 caT unn 2 BpeMeHa — HajaBa MMHMMarnHo 6 catu npe — TenedoHoM Unv emMaurnom
KsanuteT ycnyre

KesanuteT ycnyre nogpasymeBa aa je noHyhad y o6aBe3u Oa y TOKy Tpajaka yrosopa
M3BPLUM OTKNakate eBEHTYanHo yTBphHeHux cMeThu y pagy NHTepHeTa.
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MakcumanHo BpeMe pelwaBara npobnema/cmeTwsn je 12 caTu o npujaBe Keapa of
CTpaHe oBnwheHor npeactaBHuka NHBecTuTopa.

OcTano

MoHyhau je gyxaH ga y cniyyajy notpebe Hapydmnoua mn y cknagy ca HeroBum 3axTeBOM
06e3begn Ha HOBUM MPUKIbYYHUMM Tadkama peanusauujy ycnyre WHTEepHeT npuctyna ca
KapakTepucTMKama jefHor o HaBegeHUX NIMHKOBA.

3a cBe ocTane BpcCTe ycnyra koje Hucy onucaHe y 1. OEJTY noHyhay je y oGaBean, ga no
nMcaHoM 3axTeBy OBMawheHOr nuua Hapyduoua, O0CTaBu M3BOL M3 Baeher LieHOBHMKA 3a
3axTeBaHy ycrnyry v no gobujawy eBeHTyanHe carfiacHOCTM Hapy4yvoua NpUCTynu peanusaumjun
3axTeBaHe ycnyre.

3awTtunTta og DoS i DDoS Hanaga

MoHyhauy je gyxaH ga 06e36eam KOHCTaHTHY 3alUTUTY NMHKA 1 Mpexe Hapy4dmoua og DoS u
DDoS Hanaga HameHckum ypehajem/cuctemom 3a geTtekuujy, MuTurauumjy (cnpedvaBare) U
n3BellTaBake O Hanaguma. Ypehaj 3a 3awTtuty mopa ga omoryhu duntpuparwse DoS n DDoS
caobpahaja npe Hero WTO Ce WMHTEPHET NWHK 3arywu, Tj. 3awTtuta og DoS n DDoS Hanaga
nogpasymeBa omoryhaBawe paga HapyyvMoua noA HanagoM, HakoH geTekumje of cTpaHe
noHyhaya unu obaBewTaBawa o4 cTpaHe Hapydmoua. Cuctem Tpeba ga noapXyM NPonycTHOCT
caobpahaja og muHumym 10 Gbps. Ypehaj/cnctem 3a 3awtuty Mopa mmaTtu NMHKOBE Beher
KanauuteTta og 1 Gbps.

Mon ApeTekuvjom ce noapasymMeBa KOHCTAHTHO Haarnenawe caobpahaja Ha MHTepHeT
NNHKY Hapy4uoua n MoryhHOCT npeno3HaBawa aHOManuja y MHTepHeT caobpahajy koje ce mory
knacugpukoatn kao DoS n DDoS Hanagu. Ypehaj 3a 3awtuty Tpeba ga mma moryhHocT wu
ayTOMaTCKOI W PYYHOr YKIbyuMBaka MUTUraumje HakoH [JeTekuuje Hanaga. AyToMaTtcko
UHUUMpawe/yKibyunBawe MuTUraumnje nogpasymesa pa ypehaj/cuctem wuma  moryhHocT
AedurHucamwa rpaHMyHMX ycrnosa nog kojuma he getekroBaHm DoS m DDoS Hanag nokpeHyTu
ayToOMaTCKU OAroBOp,Tj. ayTOMaTCKy MHUUMjauujy MuTMrauumje, ogHOCHO 3alTuTe oA Hanaga.
Py4yHo ykrbyumBawe mMuTUraumje nogpasymeBa Aa, Kaga je cuctem/ypehaj vaeHTudumkosao
porahaj knacudgukosaH kao noteHumjanHn DoS n DDoS Hanag, ogroBapajyhe cTpyqHO nuue 13
TeXHUWYKe noapwke noHyhaya, 3agyxeHo 3a cuctem 3awTtute og DoS u DDoS Hanaga, he
ayTomaTcku 6uTtn obaBeLuTEHO, 1 HA OCHOBY caap)kaja HOTUdUKALMOHE NOpyKe AOHETM O4NYKy Aa
nn ce MuTUraumja, OQHOCHO 3allTuTa o4 Hanaga npyMersyje unm He.

3awTtnta of Hanaga He cMme da ce 3acHuBa Ha npumeHu ACL 3a nponywtawe w/unm
opbaumnBarwe caobpahaja, U1 He cMe fa ce 3acHMBa Ha ynoTtpebu obuyHor mnu statefull firewall
ypehaja. Ypehaj 3a 3awTtuTy Mopa ga nocefyje HanpegHe dyHKUMje Kao WTO je npumeHa
Black/White nuctn, dwntpaunjy HeperynapHux naketa, TCP conncetion reset, TCP SYN
ayteHTudpukaumjy, HTTP rate limiting, DNS rate limiting, Zombie petekuwnjy, Payload regular
expression (OyHKLMOHANHOCT.

Ypehaj 3a 3awTuTy Mopa Aa noceayje moryhHocT HanpeaHe aHanuse caobpahaja, oAHOCHO
Aa ynotpebom notnuca unu apyror Buaa uHdopmaumja Koje ce KOHCTaHTHO axypupajy, AeTekTyje
n cnpeun HanpegHe DoS n DDoS Hanage, kao wto cy UDP flood Hanagn, ICMP flood Hanagw,
SYN flood Hanagn, HTTP Get Flood, HTTP Post Flood, ACK flood, SYN-ACK flood, FIN/RST
flood, IP fragment flood, DNS Flood, 3awTtuty og fragmentation Hanaga, Smurf, Worm Outbreaks,
Teardrop Hanagw, Ping of death Hanagwn, Spoofed/Reflected Hanaawn, Slowloris Hanagu, Zero-Day
DDoS Hanagu, Connection flood Hanagu, DNS query flood Hanaan, DNS reply flood Hanagu, DNS
poisoning Hanagn, DNS amplification Hanagn, Top N DNS cache Hanagn, SIP flood Hanaaw,
HTTPS flood Hanagu, Port scanning Hanagu, Address scanning Hanaau, Tracert packet control
Hanagw, IP source routing option Hanagu, IP timestamp option Hanaawn, IP route record option
Hanagw, Land Hanagu, Fraggle Hanagwm, IP option control Hanagw, IP fragmented packet Hanaaw,
TCP label validity check Hanagn, Large ICMP packet Hanagu, ICMP redirection packet Hanagwn,
ICMP unreachable packet Hanagn, botnet sawtuty, host behavioural 3awTuty, anti-spoofing,
configurable flow expression dunTtpupare, payload expression-based duntpupane, permanent
and dynamic blacklists/whitelists, traffic shaping, connection limiting, APT (Advanced Persistent
Threat) sawTtuty.
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Ypehaj 3a 3awTuty He cme Puanykm 6T NOCTaBIbEH HA NyTakwM MHTEPHET NKHKa (in-line).
3a Bpeme muturaumje Hanaga, MHTepHeT caobpahaj moxe ce npepyTupaTth Ha ypehaj 3a 3awTuTy.
3a Bpeme muTuraumje Hanaga, ypehaj 3a 3awTuUTy He CMe MocTaBrbaTh orpaHuyerwe y Opojy
TCP/UDP koHekuuja, ogHOCHO ypehaj 3a 3awTtuTty Mopa pagutu kao stateless ypehaj. Takohe, 3a
BpeMe MuTUraumje Hanaga, He cme pohu po opbaumBamwa perynapHor caobpahaja. [Mojasa
acumeTpudHor caobpahaja He cme ga yTude Ha ypehaj 3a 3awTuty, Tj ypehaj 3a 3awTuty mopa aa
pagun 6e3 HapyllaBaka KBanuTeTa 3alwTuTe 1 y cnyyajy acumtepuyHor caobpahaja.

MoHyhau je ayxaH ga y Tabenn 3 ynuwe Ha3mB n mogen ypehaja 3a getekuujy n awtuTy
oa DoS n DDoS Hanaga kojum pacrnonax

Tabena 3

PeaHn Hasus ypehaja n mogen
6poj

1.

NMoHyRau je AyKaH Aa goctaBu y NOHyAM:

- geTarbHy TexHuyky cneuudukauuvjy ypehaja/cuctema 3a  3awTUTy  KOjUM
pacnonaxe, Kao 1 TEXHWYKY AOKYMeEHTaLMjy;

- (pboTokONMjy hakType unm yrosopa o KynoBuHu ypehaja un data sheet 3a ypehaj. Ha
AOKYMeHTaLmju Huje o6aBe3HO [a CToju BPeOHOCT MO Kojoj je ypenaj KynribeH.

Ypehaj/Cnctem 3a 3awTtuty Tpeba ga uma MoOryhHOCT cKynribawa W 4YyBawa nogataka
peneBaHTHWX 3a reHepucawe Wu3BelTaja. M3sewTaj mMopa ga capxu cnegehe MuHMManHe
nogaTke: WM3BOpMLUHE W AeCTMHaUMOHe ajpece Hanaga, M3BOPULLHW M OeCTUHaAUMOHM MopT,
npotokon 4. cnoja OSI mogena (TCP unu UDP), pasnuka y ogHocy Ha yobudajeHn caobpahaj y
KONMMYMHN 1 Yy NPOLEHTMMa, BpeMe Kada je eBeHTyanHu Hanaj no4Yyeo U KOMMKO je Tpajao,
rpaduykM Npukas Toka Hanaga u yCrnewHocTn 3awTute y pasnuuntum 6ojama 3a nNponyLwiTeH u
onbayeH caobpahaj kao u 3a cBaku of HanpegHux ounTepa Koju je TOKOM Hanaga O4CTpaHuBao
HenoxerbHy caobpahaj. MNoHyhay je ayxaH ga DoS n DDoS Hanage [OKyMeEHTYje n3BewTajuma ca
ypehaja 3a getekumjy u 3awTmuTy y3 nponpaTtHo objalltwberse cnyxbe 3a noapLuky noHyhada.

N3BewTaBakwe

MoHyhay je gyXaH Aa Ha Mece4yHOM HMBOY, Y3 payyH, AOCTaBI/ba Hapy4moLly u3BeLuTaje o
caobpahajy Ha nuHKy ka Hapyuduouy (traffic reports), o Hanagumma Ha Mpexy Hapyduoua u
n3BeLUTaje 0 cnpevaBary Hanaga (mitigation reports).

2. OEO - Ycnyre acMMeTpUYHOI MHTEPHET npucTtyna

Ycnyra nogpasymeBa ctanHu npuctyn WHtepHety nytem ALCJI1 TexHonorvje vnu apyrum
jeaHakoBpegHUM MpUKIbyYUUMMa KOjU WUMajy HecumeTpuyHe kanauuteTe, ©0e3 orpaHuyera
KonuumHe caobpahaja. Ycnyra ce MOXe peanumsoBatM nytem 6GakapHe WHdpacTpykType,
onTuykor kabna nnu PP nuHka koju pagu Ha dpekBeHUmjM Y nuueHumpaHoM oncery. NoHyhau je
obaBe3aH Oa ycnyry peanusyje COMCTBeHOM TepMmuHanHom onpemom (CPE customer-provided
equipment) 1 ga TOKOM npyxaksa ycnyre obesbehyje Hag3op 1 ynpaerbake HaBe4EHOM OMPEMOM.
Ha cBuM kpajibmM Tavkama Mpexe Ha cTpaHu Hapydnoua Tpeba 6utn ocurypaH MUHUMAanHo jeaaH
MpexHU npukrbyyak 10/100Base-T Ethernet 3a cnajawbe ca onpemMoM Hapy4yuoLa.

lMoHyhauu cy oyXHW aa geuHuly TexHomnoruje npeHoca u omnsndkm meamnjym koju he ce
KOPUCTUTWN.

Monyhay o6e3behyje HeorpaHnyeH mecedHu npoTtok (Flat).
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MoHyhau je ayxaH aa o6e3bean KOPUCHWUKY CTarHy TEXHUYKY NOAPLUKY nyTeM TenedoHa u
emaunna pagu pelwasana npobnema BesaHux 3a kopuwhewe ycnyre. lNoHyhay je obaBesaH ga y
NOHYON HaBede KOHTaKT TexHWYKke noapuike (UKCHU TenedoH, MobunHu TenedoH, emaun
agpecy). OgpxaBare onpeme U NMHKOBA Koje yTu4e Ha OOCTYNHOCT ycryre Moxe ce U3BoauTu
UCKIbYYMBO Yy AOroBopy ca Hapyumouem u y BpemeHy Kkoje je OnaroBpeMeHO HajaBIibeHO
Hapyuuouy.

MuHumanHa noTpebHa 6p3nHa NpoToKa 3a cBaKy koHekuujy je 10/1 Mb/s.

Hapyunnay he aktuBmpaTti no jegaH nvHK 3a cBaky fokauumjy u3 Tabene 4.
Hapyunnay he 3a cBaky akTuBauujy nuHka, nucmeHo obasectutu NoHyhava.

Ycnyry je notpebHo 06e36eanTn Ha cBMM MecTMa HaBeaeHum y Tabenu 4.

Tabena 4
Pen. | BpcTa npuctyna
op. Nokauumja Appeca
1 ACUMETPUYHU UHTEPHET 1 Hoeu Cag C.Mvnetuha 4
2 ACUMETPUYHUN UHTEPHET 2 Hoeun Capg Kparba NeTpa | 28a
3 AcMeTpUYHN NHTEepHeT 3 Beorpag BnajkoBuheBa 19a
4 AcvmeTpuyHn nHTepHet 4 | beorpag Jypwvja NarapuHa 112
5 AcvmeTpuyHn nHTepHeT 5 | beorpag AyTtonyT (E-75, km 605+635)
6 ACUMETPUYHU UHTEPHET 6 "opwa TonoHunuya "opwa TonoHuua 66
7 AcumMeTpuyHu uHTepHeT 7 | LinmaHoBum Aytonyt 66
8 AcvmeTpuyHn nHTepHeT 8 | QuMUTPOBrpan, AyTtonyTt (E-80, km 95+425)
9 AcumeTpunyHn uitepHeT 9 | MNpelleBo AyTtonyt (E-75, km 575+900)
10 AcumeTpunynmn nHtepHet 10 [ CyGoTtuua AytonyTt (E-75, km 27+650)
11 AcumeTpuyHu uitepHet 11 | MNperbuHa Aytonyt (E763, km 118+323)
12 AcumeTpuuHun nHtepHet 12 | Kocoscka Mutposuua | Bnage hetkoBuha 34
13 AcvmeTpuyHn nHTepHet 13 | 3ajevap 'eHepana NambeTe 66
14 AcumeTpuyHu nHtepHet 14 | Beorpag BonruHa 15 (maraumd JIMC)
15 AcumeTpuyHmn uHtepHeT 15 | 3natnbop Hacerse Nonuja 66
16 AcumeTpuyHu uHTepHeT 16 | 3natnbop Hacerse Nonvja 66

MoHyhauy je ayxaH aa y cny4yajy notpebe Hapyuvoua n y cknagy ca HeroBum 3axTeBom
06e3bean acMMeTpuYHM NPUCTYN MHTEPHETY Ha HOBMM foKaumjama (agpecama) ca AedPUHNCAHOM
MUHUMaNHOM NoTpebHoM BP3MHOM NPOTOKa 3a CBaKy KOHEKUWjy.

3a cBe ocTane BpcTe ycnyra Koje Hucy onucade y 2. OEJTY noHyhau je y obaBesun, ga no
nMcaHoM 3axTeBy oBnawheHor nuua Hapyduoua, AoCcTaBu M3Bo4 M3 Baxeher UeHOBHMKA 3a
3axTeBaHy ycnyry n no gobuvjawy eBeHTyarHe carfacHOCTW Hapy4uoua NpucTynu peanusaumjv
3axTeBaHe ycnyre.
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LEHOBHUK YCIYT'A
MuHumanH| [MoHyheHun JeanHuua Jen. ueHa
P. 6. Hasue ycnyre n NpOTOK mepe 6e3 NB-a
3axTeBaHu (Mb/s)
NPOTOK
(Mb/s)

1. MHTepHeT koHekuuja 1 30/10 MeCe4YHO

2. NHTepHeT koHeKumja 2 30/10 Mece4Ho

3. MHTepHeT koHekuuja 3 100/10 MeCe4HO

4, MHTepHeT koHekuuja 4 60/10 MeCe4YHO

5. WNHTepHeT KoHekuuja 5 60/10 Mece4HOo

6. MHTepHeT koHekuuja 6 100/10 MeCe4YHO

7. NHTepHeT koHekuuja 7 100/10 MeCe4HO

8. NHTepHeT koHekumja 8 20/10 Mece4HOo

9. MHTepHeT koHekuuja 9 30/10 MeCe4YHO
10. NHTepHeT koHekumja 10 10/10 MEeCeYHO

TpoLuKkoBKM ycnocTase
11. | KOMyHMKaUMOHOT JIMHKa 3a - - -
MHTepHeT

12. | ACUMETPUYHM NHTEpPHET 1 10/1 MeCeYHOo
13. | ACUMETPUYHU MHTEPHET 2 10/1 MeCeYHO
14. | ACUMETPUYHUN MHTEPHET 3 10/1 MECEYHO
15. | ACMMETPUYHM MHTEPHET 4 10/1 MeCeYHOo
16. | ACMMETPUYHM MHTEPHET 5 10/1 Mece4HOo
17. | ACUMETPUYHU MHTEPHET 6 10/1 MeCeYHOo
18. | ACMMETPUYHU NHTEPHET 7 10/1 Mece4HOo
19. | ACMMETPUYHM MHTEPHET 8 10/1 Mece4HOo
20. | AcumeTpuyHU nHTEpHeT 9 10/1 MeCeYHOo
21. | AcumeTpuyHn nHTepHet 10 10/1 Mece4HOo
22. | AcMMeTpuYHU nHTepHeT 11 10/1 Mece4HOo
23. | AcMMeTpUYHU UHTEpHET 12 10/1 MeCeYHO
24. | AcMMeTpun4HM nHTEpHET 13 10/1 MeCe4YHO
25. | AcMMeTpun4HM nHTEpHeT 14 10/1 MeCe4YHO
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26. | AcMMeTpu4HU UHTEpHET 15 10/1 MeCeYHOo
27. | ACMMeTpUYHM MHTEpPHET 16 10/1 MeCe4YHO
YKYMNHA JEOUHUYHA LEHA (1 - 27) : AunHapa 6e3 MNAB-a

HanomeHa: BpegHocTt uckasaHa kao ,YKYTHA JEOAWMHWYHA LEHA® ce yHocm y lNornaerse VI,
O6pa3say noHyae, kao ,YKynHa jeanHnyHa ueHa 6es MNAB-a“.

Y JaHa 2017.r. MoTnuc osnawheHor nuua:

M.T1.

®M 740.07.1 KoHKkypcHa 0oKymMeHmMauuja 3a jagHy HabaeKky masie epedHocmu 3a JH 6p. 34/2017



cTpaHa 9 og 13

Y nornaervy VII MOAEJT YI OBOPA, vetba ce y LenocTu Tako Aa caga rnacu:

VIl MOOEJ1 YT OBOPA
: JABHO MPEAY3ERE

pyi=—x NYTEBU CPBUJE

Bbeorpan, bynesap kparba Anekcangpa 282
bpoj:
HaTtym:

YroBop
O MPYXAHY YCIIYTA

3akrbyyeH nsmelly yroBopHux ctpaHa:

1. JABHO MNPEOY3ERE «MYTEBU CPBUJE» Beorpan, byneesap kparba AnekcaHgpa
6poj 282, matnuHmn 6poj 20132248, NMNB 104260456, 6poj padyyHa 105-4681-51 kopg
LAWK BAHKE" Beorpaa,tenedoH 011/30-40-701, koje 3acTyna B.4. AupekTopa 3opaH
[pobrak, gunn.rpah.uhx. (y gareem Tekcty: Hapyumnau) n

2. , , Ynnua
6poj _ , Matu4Hm  6poj , NWb

, Opoj pauvyHa , OTBOpEeH  kKopg

, Koje 3actyna (y

paroem TekcTy: [lobaBrbay)
YnaHoBu rpyne noHyhaua:

NMoansBohauu:

YnaH 1.
YroBopHe cTpaHe KOHCTaTyjy:

e [a je Hapyunnay Ha ocHoBy un. 39. n 61. 3akoHa o jaBHum Habaskama (,Cn. MacHuk PCH,
6p. 124/12, 14/15 n 68/15) n Ha ocHOBY Mo3uBa 3a NogHoOLWeHe NOHyAa 3a jaBHYy HabaBky
ycnyra - HabGaBka eneKTPOHCKUX KOMYHMKaUWOHUX ycryra — WHTEepHEeT, CnpoBeo
nocTynak jaBHe HabaBke marne BpegHOCTY;

e pga je [obGaerbad pJaHa 2017. rogwHe, p[ocTtaBuMO noHyay 6poj
, KOja ce Hanasu y npunory yrosopa u cacTaBHu je 4e0 OBOI YyroBopa;

e na je Hapyuunay y cknagy ca yn. 108. 3akoHa o jaBHMM HabaBkama, Ha OCHOBY MOHy4e
JobaBrbava n ogonyke o pogenwn  yroBopa  ©Op. of
2017. roguHe, nsabpao [obaBrbaya 3a 3akibyyere yroBopa O jaBHO]

HabaBLW.
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YnaH 2.

MpeameT yroBopa je HabaBka €neKTPOHCKMX KOMYHMKALMOHUX yCryra — WUHTEPHET, Ha
cnegehum nokaumnjama npukrbyyHe Tadke cy: bynesap Kparba AnekcaHgpa 282 - beorpaa, Jbybe
Uyne 5 - Bbeorpaa, BnajkoBuheBa 19a - beorpaa, KpyxHu nyt 66 - Beorpag, YcTtaHunyka 64 -
beorpag, Ceetosapa Munetuha 4 - Hoen Cag, Kparba lNetpa | 28a - Hosn Cag, bpogapcka 66 -
beorpag, Jypwja lMNarapuHa 112 - Beorpaa, HannatHa pamna beorpag (kog BpuuHa), HannatHa
pamna [opwa TonoHuua 66 - Nopwa TonoHuuya, HannatHa pamna AyTtonyt 66 - LumaHoBuw,
HannatHa pamna [OumuTpoBrpag, HannatHa pamna [lpeweso, HannatHa pamna Cy6ortuua ,
HannaTtHa pamna lNperbuHa, Bnage hetkoBnha 34 - Kocoscka Mutposuua, N'eHepana Nambete 66
- 3ajevap, BonruHa 15 (maraumt JIINC) — Beorpag, O6jekat ko TyHena LWapanu - aytonyT Jbur-
MperbuHa n Hacerbe lonuja 66 - 3natmbop y cknagy ca BPCTOM, TEXHWYKMM OMUCOM WU
LleHOBHMKOM HaBaeHuM y lNornaesby Il KOHKYpCHE AOKYMeHTaumje.

YnaH 3.

YroBopeHy LEeHy YMHE eneKTPOHCKE KOMYHUKAUWOHe ycnyre — uMHTepHeT no cnegehum
jeOVHNYHMM LeHama:

MuHumanHn | [MoHyheHun JeamHuua Jen. uena
P. 6. HasuB ycnyre 3axTeBaHu NPOTOK mepe 6e3 N0B-a
npoToK (Mb/s) (Mb/s)
1. WHTepHeT koHekuumja 1 30/10 MeceyHo
2. MHTepHeT koHekuuja 2 30/10 MeceyHo
3. WHTepHeT koHeKumja 3 100/10 MeCe4YHO
4, NHTepHeT koHekuuja 4 60/10 MeceyHo
5. WHTepHeT koHekuunja 5 60/10 MeCeYHO
6. WHTepHeT koHekuuja 6 100/10 MeCeYHO
7. MHTepHeT KoHekuuja 7 100/10 MeceyHo
8. WHTepHeT koHekuuja 8 20/10 MeCeYHO
9. WHTepHeT koHekuunja 9 30/10 MeCeYHO
10. WHTepHeT koHekuuja 10 10/10 MeceyHo
TpoLlukoBM ycrnocTaBse
11. | KOMyHMKaLMOHOr NUHKa 3a - - -
WHTepHeT

12. | ACUMETpUYHM NHTEPHET 1 10/1 MeCe4YHO
13. | ACMMEeTpUYHU UHTEepHeT 2 10/1 MeceyHo
14. | ACMMEeTpUYHU UHTepHeT 3 10/1 MeceyHo
15. | ACUMETPUYHM MHTEpPHET 4 10/1 MeCe4YHO
16. | AcMMeTpUYHU UHTepHeT 5 10/1 MeceyHo
17. | AcUMeTpUYHU NHTEepHEeT 6 10/1 MeCe4HO
18. | ACMMETPUYHU UHTEpHeT 7 10/1 MeCce4HO
19. | AcUMeTpUYHU NHTEepHET 8 10/1 MeCe4HO
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20. | AcMMeTpUYHN NHTEpHeT 9 10/1 Mece4HO
21. | AcumeTpuyHn nHtepHet 10 10/1 MeCe4HO
22. | ACcMMeTpU4HU NHTEpHeT 11 10/1 MeCe4HO
23. | AcMMeTpuyHN nHTEepHeT 12 10/1 MeCe4HO
24. | AcumeTpuyHn nHTepHeT 13 10/1 MeCe4HO
25. | ACMMeTpU4HU NHTEpHET 14 10/1 MeCe4HO
26. | ACMMETpUYHN MHTepHeT 15 10/1 MeCe4HO
27. | AcMMeTpuyHN nHTepHeT 16 10/1 MeCe4HO

YKynHa BpegHOCT M3BPLUEHUX Yycrnyra ca CBUM TPOLLUKOBMMA, He Moxe Outu Beha of
1.200.000,00 guHapa, 6e3 MNAOB-a, 3a NpBUX roAMHY JaHa Npy)xaka ycnyra, y3 HanomeHy aa he
3a_apyry v Tpehy roavMHy noTpebHa cpeactBa 3a npeaMeTHY yenyry 6wty npegsuheHa y
nporpamMmuma. nocnosawa Hapydumoua.

UnaH 4.

[obGaerbay ce ob6aBeasyje ga Npyxu ycryre u3 4. 2. OBOr yroBopa y CBEMy Noj ycrnoBmMMa
N3 KOHKYpPCHe JOKYMeHTauuje u npuxeaheHe noHyae.

AKO ce 3anucHu4ku yTBpau fa ycnyre koje je Jobaerbad msspwmno Hapyumouy, nmajy
HepocTaTke y kBanuteTty, [lobaBrbay mopa y nNpumepeHoOM poKy o4 5 gaHa oA cauynkaBakba
3anncHMKa o peknamaumjn, 0 CBOM TPOLLKY OTKIIOHUTM YOUYEHe HeJoCcTaTKe.

YnaH 5.

[loGaBrbay je aOyxaH Oa ycnyry npyxawa ernekTPOHCKMX KOMYHMKaLUMOHMX Yycryra —
MHTEPHET, Koje Ccy NpeaMeT OBOr YroBopa BpLUM CyKLECUBHO y nepuoay o4 Tpu roguHe o AaHa
3aKI/by4YeHa yroBopa.

[obasrbay, 3a Bpeme Tpajara yroopa, Tpeba na obesbeam CTpyyHy 1 TEXHUYKY MNOAPLLKY
3a KOHcynTauuje y Be3u ca KBanuTeToM ycnyre, npujaBy CMeTHM U Npobrnema y npyxamy ycnyre,
OOHOCHO OTKINawake CMeTHU M 3acToja y TOKy npyxawa ycnyre 24 carta Ha AgaH (ykrbydyjyhu
cyboTe, Hegerbe U NpasHuke).

[obaBrbay je obaBesaH Oa y MOHyAW HaBede KOHTaKT TexXHW4YKe nogpluke (GOUKCHM
TenedoH, MobunNHM TenedoH, emann agpecy, web noptan KOHTakHOr LeHTpa noHyhaya).

[obGaerbay, je obaBesaH ga 3a BpeMe Tpajatba yroBopa o06e30eanm CTPYYHY M TEXHUYKY
NOAPLUKY 3a KOHCynTauuje y Be3u ca KBanuTeToM ycnyre, npujasy CMeTM M npobnema y
npyXawy ycriyre, O4HOCHO OTKNakake CMETHM M 3aCToja y TOKY Nnpyxaka ycnyre 24 cata Ha AaH
(ykrbyuyjyhu cyboTe, Heerbe 1 npasHuke).

YnaH 6.

Pok 3a noyeTak u3BpLueHa ycnyre je AaHa of JaHa vu3gaTor Hanora of cTpaHe
Hapyuunoua.

YnaH 7.

Hapyunnay ce obaBesyje fa y poKy koju He moxe 6uTtu kpahu on 15 pgaHa, HUTU OyXM
oa 45 paHa o paHa cnyxbeHor npuvjema padyHa, nnaTtv U3BPLUEHY YCNYry M TO Ha padyH
HobGaerbaya op. Kon, OaHke.
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YnaH 8.

Ako [loGaBrbay KacHM ca U3BpLUEHEM YrOBOPEHUX ycnyra Buwe og 3 AaHa, obaBesaH je
Aa Hapyuvouy nnaTtu yroBopeHy kasHy o 1% BpeaHOCTM He M3BPLUEHWMX ycryra 3a CBaku AaH
3aKallkera, a YKONMMKO YKyNHa KasHa y TOKy u3Bpluera yroopa npehe usHoc og 10% opf ykynHe
BpeaHOCTM yroBopa, Hapyyunay Moxe jedHOCTpaHO packMHYTU YroBop.

Opnpenbe npeoxofHor cTaBa Ce He NPUMEHYjy, ako je 3aKkallkere Yy U3BpLUeHyY ycnyra
npoy3pokoBaHo HebnarospemeHnm obesbehrBarwbeM ycroBa of cTpaHe Hapyyvoua 3a HecmeTaHo
n3BpLUEH-e yroBopeHux obaeesa [obaBrbaya u y cnydajy HemoryhHOCTM mcnykwewa Yrosopa
npema 3akoHy 0 06nMraunmoHnm ogHocuma.

YnaH 9.

CBe eBeHTyanHe CMopoBe KOju HAcTaHy MOBOLOM OBOr YroBopa, YroBopHe cTpaHe he
noKyLllaTt¥ Aa pelle crnopasyMHO, a y CYNpOTHOM ce yrosapa HagnexHocT [lpuspegHor cypa y
Beorpaay.

YnaH 10.

OBaj YroBop ce MOXe W3MEHUTM CaMO MUCaAHWM aHEeKCOM, MOTMUCAHUM O CTpaHe
oBnawheHux nuua yroBopH1UX cTpaHa.

Ha cBe wwTO HWje perynucaHo ogpenbama osor Yrosopa, npumeHuhe ce oapeate 3akoHa o
obnurauMoHM ogHoCUMa.

YnaH 11.

YroBopHe CTpaHe carfacHo u3jaBrbyjy Aa Cy YroBop npouutane, pasymere v aa yroBopHe
oapeabe y ceeMy npeacTasrbajy 13pas HUXoBe CTBapHE BOSbe.

OBaj YroBop je caummeH y 8 (0ocam) NCTOBEHUX NpUMepaka, of yera je 5 (neT) npumepaka
3a Hapyuuoua, a 3 (Tpu) 3a [Jlobaerbava.

Jn ,,NYTEBU CPBUJE* OOBABJbAY
B.A4. OUpeKTopa OwvpekTop

3opaH [Jpobkak, gunn.rpal.uHX.

HanomeHa: OBaj mogen yroBopa npefcTaBrba CagpxuHy yroopa koju he 6utu 3akibydveH ca
nzabpaHum [Jobasrbayem.
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Y normasrby V YINIYTCTBO NOHYBAYUMA KAKO OA CAYUHE TIOHYAOY, Tadka 2.
HauuH Ha Koju noHyaa mopa aa 6yae caunkbeHa, Mera ce cTaB 4. Tako ga caaa rnacwu:

.[IOHyaQy poctaButm Ha agpecy: JaBHo npeaysehe ,,[TYTEBU CPBWUJE“ beorpag,
BbyneBap kparba AnekcaHgpa 6poj 282, ca Ha3sHakoM ,[loHypna 3a jaBHy HabaBKy ycnyra —
HaGaBka eneKTPOHCKUX KOMYHMKALMOHMX ycnyra — wuHtepHeTt, JH Op. 34/2017 - HE
OTBAPATW®. lNoHyaa ce cmaTtpa 6naroBpeMeHOM YKOSMKO je MpuMMIbeHa of CTpaHe Hapyduoua
0o yeTBpTKa 22. jyHa 2017. roguHe go 09,30 yacoBa.“

Y normaerby V YINIYTCTBO NOHYBAYUMA KAKO OA CAYUHE T1OHYAOY, tadka 3.
OTBapare NoHyaa 1 poK 3a JOHOLLEeH-e OANyKe, MeHa ce CTaB 1. Tako Aa caja rracu:

~JaBHO OTBapake MnoHyfda usspwuhe komucumja paHa 22. jyHa 2017. roguHe y 10,00
yacoBa Yy npoctopujama JI «[yteBn Cpbuje» y Beorpagy, bynesap kparba AnekcaHgpa 6poj
282 y canu Ha npeom crnpaTy. OBnawheHn npegcrtaBHUUM nNoHyhaya mopajy KOMUCUjU nogHeTw
nucmeHy nyHomoh 3a 3actynawe noHyhada y nocTyrnky oTBapana noHyaa.“
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